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Instructions to verifying a digitally sighed PDF certificate

Step 1: Open the PDF Document

Step 2: Locate the Digital Signature and click on the signature:

1. Exportador (NIF,nome e morada)
Exporter (NIF, name and address)

REPUBLICA
? PORTUGUESA d g av
AGRICULTURA L PESCAS o
Certificado de Exportacio de Géneros Alimenticios

Food Export Certificate
| N° 2AV/ENS
2. Importador ou Destinatirio (NIF, nome, morada) 4. Entidade a Facturar (NIF, nome, morada)
Importer / Destination (NIF, name and address) Invoice to (NIF, name and address)

Click here

3. Fabricante (NIF, nome, morada) 5. Pais de Origem
Producer (NIF, name and address) Origin Country PORTUGAL
5. Lai de Destine EMIRADOS ARABES UNIDOS
Destination Country a
7. Meio de Transporte M
Transported by s ]
8. Marca ;
Trade Mark
9. Identificacio da Mercadoria / Product Identification
v /Packa _ Designagdo do Produto :
Lo “: ges d a0 de venda e nome comercial) | - Codigo Pautal/ | Peso Liquido/ | Peso Bruto (Kg)/ Lote/ Lot
Quantidade/ Natureza/ Name of the product Taric Code | Net Weight (Kg) | Gross Weight
Quantity | Kind of Packaging (sale mark)
4
5
4
5
5
i
| ity | l v |
11. O Organismo Certificador / Certified by Aveiro, 16 de Janeiro de 2025
Diregio-Geral de Alimentagfo e Veterindria O Certificador Oficial / The Official Certifier
Canpo Grande, 50 Assinado por: TELMO PECHILAS DA COSTA
1700-093 Lisboa Data: 2025.01.16 16:54:2140000
Partugal
Telmo Costa
12.0bs
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Step 3: Verify the Signature

1. Signature Validation Status: In the signature panel, you will see the validation
status of the signature. It will say "Signature is Valid" or provide information if it is
not.

2. Checkif signature name is oficial certifier by portuguese authorities in list
sent to MOCCAE. (See below)@

3. View Signature Properties (Optional): Click on "Signature Properties" to get more
information about the signature, such as the signer's identity, the signing time, and
the certificate used.

éb Signed and all signatures are valid.

—
N°162AV/E/S
H T Tmportador ou Destinarario (VIF, nome, morada) 1 Entidade a Facrurar (NI, nome, morada)
Iimporter / Destination (NIF, name and address) Tirvoice to (NTF, name and address)
e e e s
] 1 7
2 ¢ :
<
2 ; r
GA
3 Fabricante (NIE, nome, morada) ¥ Pai de Origem -
Producer (NIE, name and address) Origin Country PORTUGAL
\ T o o i i :
h PEICL EMRADOS ARABES UNIDOS
2 Destination Country
: 7. Meio de Transporte ‘I ARITIMI
i Transvorted by =

Signature Validation Status

9. Identificagio da Mercadoria / Product Identification

Lb Signature is| VALID, signed by TELMO PECHILAS DA COSTA.

Volumes /Packages . D"“%?:{::d?:::";":‘:um - The document has not been modified since this signature was applied.
Quantidade/ re— ‘Name of the product - The document is signed by the current user.
Quantity | Kind of Packaging (sale mark)
4
1
1
- || l Signature Properties_ Close
1
— 1 ! i T
T T T
5
31924
1 1 1 1 1
11. O Organisme Certificador / Certified by Aveiro, 16 de Janeiro de 2023
Direciio-Geral de Alimentacio e Veterindria O Certificador Oficial / The Official Certifier
Canpo Grande, 50
1700-093 Lisboa
Portugal
12.0bs
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ANEXO

QUADRO DE DESIG_'“TA(;:';D DE CERTIFICADORES

Servigos da DGAV Momes dos certificadores

Norie Ana Isabel da Silva Maneiras Ribeiro Rosa Lencastre
Draniela Mariz de 53 Pigneiredo Pimenta hMonteiro
Maria de Lurdes Oliveira Costa Marques

Maria de Lurdes Santos Mesquita Amorim

Maria Paula Eranco de Brto e Castro

Migmel Fonseca Folhadela Rebelo

Teotonio Manuel Cibrdo Afonso Silva Castro

Centro Alezandre Manuel Martins Portugal dos Santos Oliveira
Ana Maria Langa Cuonha sitva Mendes Manteigas
Cidalina Lopes Marques

FPrancisco Vibato de Matos Viepas e Castro

Joaguim Santos Almeida

Jozé Cardos Gardete Correia Diogo Leitio

Miadalenz do Rosiro Marques de Sousa de Almeida Rolo
Maria Anzbela Angelo Andrade

Mlarta Maria Filipe de Oliveira Castano

Bui Filipe do Couto Loureiro

Boui Marmel Cabral Rodrignes

Sandra Ribeiro Pereira

Sara Raguel dos Santos Pinheiro

Telmo Pechilas da Costa

Lisboa e Vale do Tejo | Ana Salomé Vargas Chaves Bastos
Maria Amelia Marting Baltazar
Marene Maria Carvalho Ribeirg Castano

Alentejo Ana Luzia Fradinho Goncalves Pereira Martins
Cristina Maria Monteiro Margues Holbeche Fino
Francisco Jose Avo Fole

Guida Magarreiro Velhinho

Inés Vieira de Gouveia Lopes Shirey

Jose Francisco Charma Boazinha

Faguel Marparida de Oliveira Henggeler

Rita Susana Pereira de Sousa Lopes do Monte
Sofia Marparida Pereira Machado

Algarve Ana Sofia Eusébio Pelicianc
Driora Sofia Periguito Tome
Engénia Maria dos Reis Neto

Campo Grande, n.2 50 | 1700-093 Lishoa
If.: 213 230 500
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Step 4 (Optional): Check Certificate Details

1. Certificate Information: In the signature properties window, you can view the
certificate details such as the signer's identity, the signing time, and the certificate
used.

2. Advanced Settings: Ensure that the certificate was signed using verified
encryption algorithm to guarantee the trust of the document.

N°16/2AV/E/25
2. Importador ou Destinatirio (NIF, nome, morada) 4. Entidade a Facturar (NIF, nome, morada)
Importer / Destination (NIF, name and address) Invoice to (NIE, name and address)
1 L ——
} Signature Properties X

I Signature is VALID, 5igned by TELMO PECHILAS DA COSTA.

b Signing Time: 2025/01/1616:54212

3. Fabricante (NIF, nome, morada)

Producer (NIF, name and address) Source of Trust obtained from European Union Trusted Lists (EUTL).
a This is a Quzlified Electronic Signature according to EU Regulation $10/2014 European Union approved
digital signature
Reason:
Location:
9, Idendficacio da Mercadoria / Preduct Identification Validity Summary
- Designaciio do Frodufo
Volumes /Packages - ‘“Er]e venda ¢ neaell The document has not been medified since this signature was applied.
tidade/ Natureza/ N f the product
QuQ:ﬁmﬁ:-‘. Kind ‘:f Pm::;.gmg am::.le ml:L) i The certifier has specified that Form Fill-in, Signing and Commenting are allowed for
T this document. No cther changes are permitted.
L]
L L | The document is signed by the current user.
6
| || Signing time is from the clock on the signer’s computer.
= Signature was validated as of the signing time:
~ | 2025/011616:54:21 Z
a
o Signer Info
— u The path from the signer’s certificate to an issuer's certificate was successfully built.
o]
~ - The signer’s certificate is valid and has not been revoked.
‘ '
11 Q Organisme Certificador / Certified by
it de Alimentagfio e Veterindria . . .
Camvo G 50 Advanced Properties.. validate Signature Close
1700-093 Lisboa - .
Portugal : [
Telmo Costa
12.0hbs
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Step 5 ( Optional): Validate the encryption algorithm and signature trust.

Certificado de Exportacio de Géneros Alimenticios

Food Export Certificate
2. Importador ou Destinatario (NIF, nome, morada)
Importer / Destination (NIF, name and address)
]r - o Signature is VALID, signed by TELMO PECHILAS DA COSTA.
]‘ Signing Time: 2025/01/16 16:54:212
1 Source of Trust obtained from European Union Trusted Lists (EUTL).
3. Fabricante (NIF, nome, morada) a This is a Qualified Electronic Signature according to EU Regulation 910/2014
Producer (NIF, name and address)
T Reason:
: Advanced Signature Properties
1

Signature Details

Signature was created using Portugal €ID Middleware 313.0-5496.

9, Identificacio da Mercadoria / Product Identification

Hash Algeorithm: SHA256
Volumes /Packages 5 Dtingnn(_‘an ILSTL . X §
o de venda e nome of Signature Algorithm: RSA with PKCS#1 v15
Quantidade/ Natureza/ Name of the product
Quantity | Kind of Packaging (sale mark) PAdES Signature Level: B-B
£
= :
R |
-6 Signer Info
" The path from the signer’s certificate to an isquer's certificate was successfully built.
I ; The signer’s certificate is valid and has not bejn revoked.
| _] Show Signer's Cerflificate..
| Advanced Properties... Validate Signature Close
11. O Organisme Certificador / Certified by
Diregio-Geral de Alimentacéo e Veterinaria O Certificador Oficial / The Official] Certifier
Canpo Grande. 50 Pissinado por: TELMO PECHILAS DACOSTA
1700-093 Lishoa Data: 2025.01.16 16:54:21+00°00"
Portugal
Telmo Costa
12.0bs
More information: v

® https://interoperable-
europe.ec.europa.eu/collection/portuguese-egovernment-

solutions/news/portugals-pioneering-eid-solutions

® https://www.scee.gov.pt/en/certification-entities/
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